Wisconsin Legislative Council
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Memo No. 3

TO: MEMBERS OF THE STUDY COMMITTEE ON THE USE OF ARTIFICIAL INTELLIGENCE
IN HEALTH CARE

FROM: Patrick Ward and Emily Hicks, Senior Staff Attorneys
RE: Preliminary Options for Committee Discussion Relating to Data Privacy
DATE: September 25, 2026

At the study committee’s meeting on September 10, 2026, Chair Cabral-Guevara asked members to
submit their priorities for developing legislation or for further exploration to Legislative Council staff.
During the workshop planned for October 1, 2026, study committee members will have an opportunity
to engage in a discussion of these priorities.

This memo provides a preliminary list of members’ priorities relating to protections for consumer
health data, as submitted to Legislative Council staff; reflects related issues raised by presenters; and
provides information that members requested from the Future of Privacy Forum (FPF). The list is
intended to provide a starting point for possible topics the committee may wish to more closely review
and consider in preliminary bill drafts.

CONSUMER HEALTH DATA PRIVACY

Ten members expressed interest in exploring the protection of health data that is not otherwise covered
by the Health Insurance Portability and Accountability Act of 1996 (HIPAA). [Chair Cabral-Guevara;
Vice Chair Neylon; and Public Members Fung, Harris, Hoffert, Huth, Liao, Mattson, Pawola, and
Skold.]

Twenty-three states have passed “comprehensive” data privacy laws that generally apply to many types
of consumer data, including health data. Some of these comprehensive data privacy laws have increased
protections for sensitive data, which often includes health data. The State of Washington has taken a
similar, but narrower, approach in its “My Health My Data Act” (MHMDA), which protects consumer
health data that is not otherwise protected by HIPAA.

Comprehensive Consumer Data Privacy Law

Comprehensive data privacy laws generally give a consumer certain rights over personal data and
impose certain obligations on any controller and processor of personal data.* The laws tend to establish
the following: (1) who is subject to the law (covered entities); (2) what data is subject to the law (covered

1 California’s comprehensive data privacy law contains some notable differences compared to most other states’ comprehensive data privacy
laws. For more information about these differences, see Jordan Francis, Anatomy of a State Comprehensive Privacy Law: Charting the
Legislative Landscape, FPF 6 (Dec.2025), https://fpf.org/wp-content/uploads/2025/12 /FPF-Anatomy-of-a-State-Comprehensive-Privacy-
Law-Report.pdf.
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data); (3) what rights an individual has with respect to covered data handled by a covered entity; (4)
certain business obligations; and (5) how the laws may be enforced.

Throughout the options for the committee to explore, described below, other states’ adoption of those
options is indicated in brackets or a narrative following each option’s description. Information about
the adoption of each option was gathered from a review of 2025 Wisconsin Senate Bill 166 (“SB 166”),
MHMDA, and data provided through the U.S. State Privacy and AI Resource Center (SPARC).2

Covered Entities

In drafting a comprehensive data privacy law, the committee may consider what entities would be
subject to the law’s data privacy requirements. Many states separate covered entities into two
categories: (1) “controllers” (entities that direct the processing of personal data); and (2) “processors”
(entities that process personal data at the direction of a controller).

In determining whether an entity qualifies as a “controller,” the committee could consider the
following:

e Ajurisdictional requirement (e.g., the entity conducts business in the state or has customers located
in the state).

e A processing threshold (e.g., the entity processes the personal data of a minimum number of state
residents or derives a certain percent of its gross revenue from the sale of data.)

o SB 166 only applies to people who conduct business in Wisconsin or produce products or
services that are targeted to residents of Wisconsin and who satisfy either of the following: (1)
during a calendar year, the person controls or processes personal data of at least 100,000
consumers; or (2) the person controls or processes personal data of at least 25,000 consumers
and derives over 50 percent of gross revenue from the sale of personal data.

o Examples of other states’ processing thresholds:

* Number of consumers: Other states’ thresholds range from 10,000 to 175,000 consumers,
with Delaware having the lowest threshold and Tennessee having the highest.

» Percent of revenue: Other states’ thresholds range from any amount of revenue up to 50
percent of gross revenue derived from the sale of personal data.

The committee may also consider whether any entities should be exempt from data privacy
requirements. Some options for exemptions include the following:

e Industry-specific entities. [Included in 14 states’ laws.]

e Small businesses. [MHMDA includes a delayed effective date for small businesses; included in two
states’ laws.]

e Government entities. [Included in SB 166, MHMDA, and 21 states’ laws.]

e Certain government contractors. [Included in SB 166, MHMDA, and two states’ laws.]
e Nonprofits. [Included in SB 166 and 20 states’ laws.]

e Institutions of higher education. [Included in SB 166 and 15 states’ laws.]

e Entities subject to existing privacy laws, like HIPAA. [Included in SB 166 and 20 states’ laws.]

2 See SPARC, Stauss, PLLC, https://staussfirm.com/sparc/ (last visited Sept. 24, 2026).
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Covered Data

The committee may consider what kinds of data it would like to protect, including whether possible
legislation should provide heightened protection for certain types of data.3 Broadly, personal data
typically includes any information that is or can be linked to a specific individual. Some options for
types of data that possible legislation could provide heightened protection for include the following:

e Data revealing certain personal characteristics, including the following:

o Racial or ethnic origin. [Included in SB 166 and data privacy laws in all 23 states.]
National origin. [Included in three states’ laws.]
Religious beliefs. [Included in SB 166 and data privacy laws in all 23 states.]
Philosophical beliefs. [Included in California’s law.]

O O O O

Mental or physical health diagnosis, or some variation of this term. [Included in SB 166 and 21
states’ laws.]

Sexual orientation or sexuality. [Included in SB 166 and all 23 states’ laws.]
Sex life. [Included in 11 states’ laws.]
Status as transgender or nonbinary. [Included in six states’ laws.]

o O O O

Citizenship or immigration status. [Included in SB 166 and all 23 states’ laws.]
e Genetic or biometric data. [Included in SB 166 and all 23 states’ laws. ]

e Data collected from a known child. [Included in SB 166 and 22 states’ laws.]

e Precise geolocation data. [Included in SB 166 and all 23 states’ laws.]

e Consumer health data. [Included in four states’ laws.]

e Status as a victim of a crime. [Included in two states’ laws. ]

e Government issued identification numbers (e.g., an individual’s Social Security number or driver’s
license number). [Included in three states’ laws.]

e Financial account information. [Included in five states’ laws.]
e Union membership. [Included in California’s law.]

e Contents of a consumer’s mail, email, or text messages, unless the business is the intended recipient
of the communication. [Included in California’s law.]

e Biological data, including neural data. [Included in California’s law.]

e Neural data. [Included in four states’ laws.]

Additionally, the committee could consider exempting certain data from privacy protection
requirements. Some options for types of data the committee may want to exempt from privacy
protection requirements include the following:

e Information that is publicly available. [Included in SB 166, MHMDA, and all 23 states’ laws.]
e Deidentified data. [Included in SB 166, MHMDA, and all 23 states’ laws.]

e Data protected under other privacy laws (e.g., HIPAA or the Family Educational Rights and Privacy
Act). [Included in SB 166, MHMDA, and all 23 states’ laws.]

3 Heightened protections could include additional or explicit consent requirements for the processing of sensitive data, limitations on the sale
of sensitive data, and additional data protection or risk assessment requirements.



Consumer Rights

The committee may consider what data privacy rights it would like to grant to consumers. Some options
for consumer data privacy rights that possible legislation could establish include the following;:

The right to knowledge and access:

o Grant consumers the right to know when a controller is processing their personal data and allow
consumers to access that data. [Included in SB 166, MHMDA, and all 23 states’ laws. ]

o Grant consumers the right to obtain information about third parties to whom their personal
data was disclosed. [Included in SB 166, MHMDA, and five states’ laws.]

The right to correction: Grant consumers the right to correct inaccuracies in their personal data.
[Included in SB 166 and 22 states’ laws.]

The right to data portability: Grant consumers the right to obtain a copy of their personal data in a
portable and readily usable format that allows consumers to transmit the data to another controller
without hindrance. [Included in SB 166 and all 23 states’ laws. ]

The right to deletion: Grant consumers the right to have their personal data deleted. [Included in SB
166, MHMDA, and all 23 states’ laws. ]

Opt-out rights:

o Sale of data: Grant consumers the right to opt out of the sale of their personal data. [Included in
SB 166 and all 23 states’ laws.]

o Targeted advertising: Grant consumers the right to opt out of the processing of their personal
data for purposes of targeted advertising. [Included in SB 166 and 22 states’ laws.]

o Profiling: Grant consumers the right to opt out of the processing of their personal data for
purposes of profiling the consumers. [Included in SB 166 and 21 states’ laws.]

o Recognition of opt-out signals: Provide that a consumer may exercise their opt-out rights
through various means that communicate or signal the consumer’s choice to opt out of the use
of their data for certain purposes. [Included in SB 166 and 14 states’ laws.]

The right to revoke consent: Grant consumers the right to revoke their consent to their data being
processed. [Included in MHMDA and 13 states’ laws.]

Business Obligations

The committee may consider what duties and obligations it would like to place on controllers and
processors. Some options for business obligations that possible legislation could establish include the
following;:

Privacy notice: Require a controller to provide consumers with a privacy notice that includes
information such as the categories of data processed by the controller, the purpose of processing
personal data, how consumers can exercise their rights regarding their data, the categories of third
parties with whom the controller shares personal data, and the categories of personal data shared
with third parties. [Included in SB 166, MHMDA, and all 23 states’ laws.]

Data minimization and purpose limitation: Require a controller to limit the collection and
processing of data to what is adequate, relevant, and necessary for the controller’s purposes, as
disclosed to a consumer. [Included in SB 166, MHMDA, and 20 states’ laws.]

Data security: Require controllers to establish, implement, and maintain reasonable data security
measures. [Included in SB 166, MHMDA, and all 23 states’ laws.]
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Processor agreements: Require processors and controllers to enter into and adhere to a contract
that meets certain criteria. [Included in SB 166, MHMDA, and all 23 states’ laws. ]

Antidiscrimination: Prohibit controllers from processing personal data in violation of state and
federal laws that prohibit unlawful discrimination against consumers. [Included in SB 166 and two
states’ laws.

Nonretaliation: Prohibit controllers from discriminating against a consumer for exercising the
consumer’s rights. [Included in SB 166, MHMDA, and 22 states’ laws.]

Data protection assessments: Require a controller to regularly conduct and document a data
protection assessment for various processing activities involving personal data. [Included in SB 166
and 20 states’ laws.]

Appeals process: Require controllers to establish an appeals process whereby consumers can appeal
the controller’s refusal to take action on a consumer’s request. [Included in SB 166, MHMDA, and
20 states’ laws.]

Data retention limit: Prohibit a controller from retaining personal data when the data is no longer
relevant and reasonably necessary to the controller’s purposes for which the data was collected and
processed. [Included in Minnesota’s law.]

Prohibition on selling data: Prohibit the sale of personal data without first obtaining valid
authorization from the consumer. [Included in MHMDA.]

Consent: Require a consumer’s consent to collect data and a separate, distinct consent to share data.
[Included in MHMDA.]

Enforcement

Finally, the committee may consider how the requirements and prohibitions included in any potential
legislation will be enforced, including the following factors:

The person or organization with enforcement authority:
o The State Attorney General. [Included in SB 166, MHMDA, and all 23 states’ laws.]

o Another state agency. [SB 166 authorizes the Department of Agriculture, Trade and Consumer
Protection (DATCP) to enforce the bill’s provisions.]

o Through a private right of action. [Included in MHMDA and California’s law.]

“Right to Cure”: Many states give controllers and processors a “right to cure” any violations of data
privacy laws. [Included in SB 166 and 13 states’ laws.]

o SB 166 allows a controller or processor 30 days to cure a violation after being provided notice of
the violation by the Attorney General or DATCP.

o Other states’ right-to-cure periods range from 30 to 90 days.

Penalties: The committee may consider the penalties for a controller or processor that violates data
privacy requirements.

o Under SB 166, a controller or processor that violates the bill’s requirements may be subject to
any of the following: an injunction; a civil forfeiture of $100 to $10,000 for each violation;
payment of the Department of Justice’s or DATCP’s reasonable expenses; and, if appropriate,
damages.

o According to FPF, most states implement penalties up to $7,500 for each violation.
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Narrow Consumer Health Data Privacy Law—MHMDA

The options and considerations described above can also be used if the committee is interested in
pursuing data privacy legislation specific to consumer health data, rather than comprehensive
legislation. The primary difference in these two types of legislation is in the definition of “covered data.’
Using the State of Washington MHMDA as an example, this section of the memo offers options for
defining consumer health data and describes two unique features of MHMDA that the committee could
consider adopting as part of legislation specifically addressing consumer health data privacy.

&

Covered Data

A consumer health data privacy law would apply to a narrower, more specific category of data than a
comprehensive consumer data privacy law would. As shown by the State of Washington’s definition of
“consumer health data,” many of the options, described above, for inclusion in a definition of “sensitive
data” could also be appropriate to include in a definition of “consumer health data.”

Under MHMDA, “consumer health data” means personal information that is linked or reasonably
linkable to a consumer and that identifies the consumer’s past, present, or future physical or mental
health status. “Physical or mental health status” includes all of the following:

e Individual health conditions, treatments, diseases, or diagnoses. [Commonly classified as “sensitive
data” under comprehensive data privacy laws.]

e Social, psychological, behavioral, and medical interventions.

e Health-related surgeries or procedures.

e Use or purchase of prescribed medication.

e Bodily functions, vital signs, symptoms, or measurements of the information described in this list.
e Diagnoses or diagnostic testing, treatment, or medication.

e Gender-affirming care information.

e Reproductive or sexual health information.

e Biometric data. [Commonly classified as “sensitive data” under comprehensive data privacy laws.]
e Genetic data. [Commonly classified as “sensitive data” under comprehensive data privacy laws.]

e Precise location information that could reasonably indicate a consumer’s attempt to acquire or
receive health services or supplies.

e Data that identifies a consumer seeking health care services.

e Any information that the regulated entity or its processor processes to associate or identify a
consumer with any of the data, described above, that is derived or extrapolated from nonhealthy
information (such as proxy, derivative, inferred, or emergent data by any means, including
algorithms or machine learning).

MHMDA specifically exempts from the definition of “consumer health data” personal information that
is used to engage in public or peer-reviewed scientific, historical, or statistical research that meets
certain criteria.



Authorization to Sell Data

MHMDA prohibits any person from selling or offering to sell a consumer’s health data without first
obtaining valid authorization from the consumer. Valid authorization from a consumer must contain all
of the following items:

e The specific consumer health data the person intends to sell.
o The name and contact information of the person collecting and selling the consumer health data.
e The name and contact information of the person purchasing the consumer health data.

e A description of the purpose for the sale, including how the purchaser will use the consumer health
data.

e A statement that the provision of goods or services may not be conditioned on the consumer signing
the valid authorization.

e A statement that the consumer has a right to revoke the valid authorization at any time and a
description of how to submit a revocation.

e A statement that the consumer health data sold pursuant to the valid authorization may be subject
to redisclosure by the purchaser and may no longer be protected by MHMDA.

e An expiration date of one year from when the consumer signs the valid authorization.

e The signature of the consumer and the date the consumer’s signature is given.

An authorization is invalid if it is combined with other documents to create a compound authorization.
Both the seller and the purchaser are required to retain a copy of all valid authorizations for six years
from the date of its signature or the date when it was last in effect, whichever is later.

Restrictions on Geofencing

MHMDA contains a specific prohibition on “geofencing.” Under the law, “geofence” means technology
that uses global positioning coordinates, cell tower connectivity, cellular data, radio frequency
identification, Wi-Fi data, and any other form of spatial or location detection to establish a virtual
boundary around a specific physical location or to locate a consumer within a virtual boundary that is
2,000 feet or less from the perimeter of the physical location.

The law prohibits any person from implementing a geofence around an entity that provides in-person
health care services if the geofence is used to do any of the following;:

e Identify or track consumers seeking health care services.
e Collect consumer health data from consumers.

e Send notifications, messages, or advertisements to consumers related to their consumer health data
or health care services.

EXAMPLES OF OTHER STATES’ COMPREHENSIVE DATA PRIVACY LAWS

After the September 9, 2026, meeting, in response to members’ requests for representative examples of
other states’ “comprehensive” data privacy laws, Jordan Francis, Senior Policy Counsel, FPF, emailed
responsive information to the Legislative Council staff. Mr. Francis provided information on the
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following state laws, which he stated represent different iterations of a majority model for state
comprehensive privacy laws, ranging from broader to narrower.4

Maryland (The Broadest Data Privacy Law)
Mr. Francis noted the following regarding the Maryland Online Data Privacy Act:

This is one of the broader iterations of the majority framework. It
incorporated heightened protections for consumer health data, additional
prohibitions on processing minors’ data (under 18, not merely under 13), and
substantive data minimization requirements.

For more information regarding the Maryland Online Data Privacy Act, Mr. Francis recommends
reading his April 23, 2024, blog post, entitled “The Old Line State Does Something New on Privacy.”

Vermont

Mr. Francis commented the following regarding the Vermont Data Privacy and Online Surveillance Act:

Passed this year, Vermont’s law is based on the evolved version of
Connecticut’s law after its amendments from recent years. It represents a
broad iteration of this framework, but without the substantive data
minimization requirements that are unique to Maryland.

Mr. Francis’s analysis of the Vermont Data Privacy and Online Surveillance Act can be found in his blog
post “Perseverance Pays Off for Vermont Privacy Efforts,” published on June 17, 2026.

Oregon

Mr. Francis expressed the followed regarding the Oregon Consumer Privacy Act:

This bill is fairly representative of the “Connecticut-model” that has become
the common starting point for many of the new laws and introduced bills. Of
the four state laws shared here, this is arguably closest to the bills that ran in
Wisconsin last session (AB 172 / SB 166).

Kentucky

Mr. Francis made the following remark on the Kentucky Consumer Data Protection Act:

This law is close to the original version of the Virginia Consumer Data
Protection Act. It is slightly narrower than the Connecticut-model.

Iowa (The Narrowest Data Privacy Law)

Mr. Francis stated the following regarding Iowa’s Senate File 262:

Of the state comprehensive privacy laws, this is one of the narrowest. A few of
its deviations include opt-out rights rather than opt-in requirements for
processing sensitive data, no general data minimization requirements, and no
requirement to conduct data protection impact assessments for high-risk
processing activities.

4 For simplicity, Mr. Francis hyperlinked the version of each law as originally enacted and did not include amendments.
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For additional background on the variations between the different state laws, Mr. Francis offered his
report, Anatomy of a State Comprehensive Privacy Law: Charting the Legislative Landscape, as a
resource.

Finally, Mr. Francis provided a hyperlink to a federal bill that was discussed during his question-and-
answer session and a hyperlink to an analysis of that bill:

e Securing and Establishing Consumer Uniform Rights and Enforcement over Data Act (SECURE
Data Act), H.R. 8413, 119th Cong. (2026).

e Jordan Francis, Daniel Hales, and Tatiana Rice, Contextualizing the Proposed SECURE Data Act in
the State Privacy Landscape, FPF (Apr. 23, 2026).
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